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Abstract

The problem of signature verification is in theory a
pattern recognition task used to discriminate two classes,
original and forgery signatures. Even after many efforts
in order to develop new verification techniques for static
signature verification, the influence of the forgery types
has not been extensively studied. This paper reports the
contribution to signature verification considering
different forgery types in an HMM framework. The
experiments have shown that the error rates of the simple
and random forgery signatures are very closed. This
reflects the real applications in which the simple forgeries
represent the principal fraudulent case. In addition, the
experiments show promising results in skilled forgery
verification by using simple static and pseudodinamic
features.

1. Introduction

In an off-line signature verification system, a signature
is acquired as an image [2-4]. This image represents a
personal style of human handwriting, extensively
described by the graphometry [7]. In such a system the
objective is to detect three types of forgeries, which are
related to intra and inter-personal variability [3]. The first
type, called random forgery, is usually represented by a
signature sample that belongs to a different writer of the
signature model (see Fig. 1b). The second one, called
simple forgery, is represented by a signature sample with
the same shape of the genuine writer’s name (see Fig. 1c).
The last type is the skilled forgery, represented by a
suitable imitation of the genuine signature model (see Fig.
1d).
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Fig. 1 Type of forgeries: (a) genuine signature; (b)
random forgery; (c) simulated simple forgery; and (d)

simulated skilled forgery.

Every type of forgery requests a different recognition
approach. Methods based on Static approach are usually
used to identify random and simple forgeries. The reason
is that these methods have shown to be more suitable to
describe characteristics related to the signature shape. For



this purpose, the graphometry-based approach has many
features that can be used, such as calibration, proportion,
guideline and base behaviors [7]. In addition, other
features have been applied in this approach, like pixel
density [4], pixel distributions [6]. However, static
features do not describe adequately the handwriting
motion. Therefore, it is not enough to detect skilled
forgeries.

A skilled forgery has almost the same shape of the
genuine signature. Therefore, It is more difficult to detect.
In this case, methods based on pseudodynamic approach
have shown to be more robust to identify this type of
forgery, since they are able to capture handwriting motion
details. The primitives related to the pseudodynamic-
based methods are usually derived from the graphometic
feature too, like axial slant [7] and others.

2. System Outline

The advantage of grid-segmentation schemes has been
frequently showed [4,6,8]. These works also demonstrate
how a grid approach is adapted to the signatures parts,
according to their stability. In [7], we described a
graphometric feature set incorporated by the grid-
segmentation scheme.

Each column of cells is converted into a characteristic
vector, where each vector element has one or more
representative numeric value, depending on the feature
used. For this work three features were used, two static
and one pseudodynamic. We used a signature binary
image into the grid, to account the number of pixels in
each cell (pixel density feature) [4]. We used too, the
pixel distribution feature, called Extended-Shadow-Code
(ESC), has been used by Sabourin[6]. It has shown
promising results for random forgery identification. It
represents the pixel geometric distribution in a cell. For
this purpose, the black pixels are projected in 4 peripheral
cell sensors from the central axis of the cell. Each sensor
provides a numerical value that corresponds to the total of
projected pixels. This numerical value as normalized by
the sensor size (see Fig. 2). We also used a signature
skeleton image into the grid to determine the predominate
stroke slant in each cell (axial slant feature) [7].

Fig. 2 A pixel distribution feature example.

Afterwards, we generate a set of codebooks for each
feature. To this end, we used a Vector Quantization
process [4,5,7], based in the k-means algorithm. In the
learning phase, we generated an HMM λ={A,B,π}
signature model, adapted to each writer. Moreover, the
cross-validation procedure was used to dynamically
define the optimum number of states for each specific
signature model (writer model). The selected topology
was a Bakis model, because it better represents the Latin
handwriting characteristics. The best validation
probability Pcv(O/λ) was used to define the most suitable
probability model Pt(O/λ), for one specific number of
states. This model was used to define the threshold
parameters. The objective is to determine the acceptation
and rejection thresholds taking into account a specific
writer [7].

The medium threshold in question (1), defined by the
ptn, represents the learning probability logarithm, which is
normalized by the observation sequence number L.
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pi = ptn – (ptn.α1) (2)

ps = ptn + (ptn.α2)   (3)

In the signature verification procedure, we have used
the Forward algorithm [1,7], where the probability
logarithm was also normalized by L. The acceptance and
rejection were defined by the equation (5) (see Fig. 3) [7].
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Fig. 3 The borderlines used to delimit the area of
acceptance and rejection in the validation process.

3. The Evaluation Protocol

The database was subdivided into two subsets with 40
samples per writer: one subset contains 40 writers (1,600
genuine signature samples); and the other contains 60
writers (2,400 genuine signature samples) [7]. We added
1,200 forgery specimens in the second subset. These
forgery samples were collected using 10 different writers
or forgers. Each forger generated a simple and a skilled
simulated forgery, only one time and without training.

The first database was used to create the codebooks for
each feature. For this purpose, we selected the first 30
samples. Based on that, we converted all databases in an
observation symbol sequence. The first database was also
used for the learning process. Each writer model was
defined using 20 learning samples and 10 cross-validation
samples (the same 30 samples used in the VQ). The
threshold parameters α1 and α2 in equations (2) and (3),
were defined using the same 10 cross-validation samples,
combined with the sets of 10 cross-validation samples
from other 39 writers. This procedure was used for all
subsets. The last remaining 10 samples were used to
execute the first system experiment. This evaluation was
important to define the best number of vertical cells and
the codebook size for each feature.

The second subset was used to validate the results
obtained in the first experiment. To this end, a set of
composed of 10 genuine, 10 simulated simple forgery and
10 simulated skilled forgery samples were used. The best
codebook size and number of cells obtained in the first
experiment were used in the second experiment. A
multiple codebook technique was used to combine pixel
density, pixel distribution and axial slant features.

4. Experimental Results

Table 1 shows the signature verification results
obtained for each feature. The better number of cells and
the codebook size from the first experiment were used in
the second experiment. The objective is to produce the
best feature combination in the proposed HMM
framework.

Table 1 Signature verification results for random
forgeries using the first subset.

Vertical
Cells/

Codebook
size

Error
Type

I
(%)

Error
Type

II
(%)

Error
Type

I
(%)

Error
Type

II
(%)

Error
Type

I
(%)

Error
Type

 II
(%)

10/60 1.50 0.36 2.00 0.42 3.75 0.52
10/70 3.75 0.23 2.25 0.34 5.00 0.40
10/80 1.75 0.24 2.25 0.65 4.50 0.38
10/90 1.00 0.32 2.00 0.41 3.75 0.43
10/100 1.25 0.29 1.75 0.31 3.00 0.51

Pixels Density Pixels
Distribution

Axial Slant

Table 2 shows the signature verification results for
individual features using the second subset and taking into
account all type of forgeries.

Table 2 Signature verification results for ndividual
features using the second subset.

PRM Cells
/

CB

Error
Type

I
(%)

Error
Type

II
(%)
RD

Error
Type

II
(%)
SP

Error
Type

II
(%)
SK

Mean
Error
(%)

PDE 10/90 2.17 1.23 3.17 36.57 7.87
PDS 10/100 1.33 1.29 2.83 37.83 7.65
AS 10/100 4.00 0.72 2.50 32.33 7.92
PRM : Primitives;  CB : Codebook.
PDE : Pixels Density; PDS : Pixels Distribution;
AS : Axial Slant.
RD : Random; SP : Simple; SK : Skilled.

In the second subset of signatures, 24 writers (40%)
used their names in the signature model (see Fig. 3a).
Thus, we have a high probability to occurs similarity
between the genuine signature model and a simple forgery
(see Fig. 3b). Although, the simple type II error rate has
shown almost the same value of random error rate. The
same observation is shown in Table 3, when we combine
the three types of features in the same HMM [5].
However, the same does not occur with the skilled forgery
in both experiments. We conclude that the system is not
totally prepared to discriminate small differences between
the genuine model and a test sample.

      (a) (b)



Fig. 4 (a) Genuine signature and (b) simple forgery
signature.

Table 3 Obtained results in (%), using only one HMM.

PRMC Cells
/

CB

Error
Type

I
(%)

Error
Type

II
(%)
RD

Error
Type

II
(%)
SP

Error
Type

II
(%)
SK

Mean
Error
(%)

PDE
/
PDS
/
AS

10/90

10/100

10/100

2.83 1.44 2.50 22.67 5.85

PRMC : Primitives Combined; CB : Codebook.
PDE : Pixels Density; PDS : Pixels Distribution;
AS : Axial Slant.
RD : Random; SP : Simple; SK : Skilled.

5. Conclusion and Future Works

The main objective of this work is to present a robust
system for off-line signature verification. For this purpose,
we use simple features, different cell resolutions and
multiple codebooks in an HMM framework. The simple
and random forgery error rates have shown to be low and
close of each other. This demonstrates the potential of the
system in a real application. It is important to observe that
there is no forgery sample in the learning database. The
high type II error rate in skilled forgery signatures
demonstrates that is necessary to evaluate more
discriminate features for this forgery type.
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